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Agenda
Records Management Onboarding and Offboarding

➢Public Records Overview and Basics

➢The 5 W’s

➢Why Records Management Matters? 

➢University Archives and Records Management Onboarding and Offboarding

➢IT and Records Management Onboarding and Offboarding



Public Records and
Records Management Basics

Tina Dadio, Public Records Officer/Legal Specialist and Maya Hood, Paralegal



What are “Public Records”?

Disposition of records are governed by NCGS §121 (Archives & History) 
and (Public Records Act)

Note: UNC Charlotte is considered a state agency

All documents of any type “regardless of physical form or 
characteristics…made or received in the connection with the transaction of 
public business by any agency  of North Carolina”. (NCGS §132-1 (a)). 



How do I know if I have 
any “public records”?

• Yes, almost all University records are public property 
and constitute a record of public acts.

✔Nearly all positions generate, receive or use 
records.

✔Computer files, including drafts and emails, are 
public records.

✔Not all records have historical, legal or fiscal 
value – regardless all records MUST be destroyed 
or archived in accordance with our records 
retention schedule and provisions of NCGS 121-
5(b).



Types of Records

Correspondence Maps Sound Records Photographs
What about records on my 

computer at home? Are they 
public?

Yes…remember “regardless of 
physical form or format”. Any 

record generated in the conduct of 
university business is considered a 

public record. 



What if there is a “Legal Hold”? 

Upon notice you are required to:

Immediately suspend deletion 
of relevant records

Preserve any electronic 
records generated OR 
received after receipt

Preserve hard copies of 
documents under your control

Receipt MUST acknowledge 
receipt

You MUST continue to monitor 
compliance

You are required to suspend normal and routine destruction of records regardless of the 
established record retention and disposition schedule

“Litigation holds” are issued and enforced due to certain circumstances, usually when there 
is a pending or threatened litigation



Violation of Legal Holds

• It is against the law to destroy, alter, 
withhold,  or obscure “evidence” once a 
legal hold has been initiated

• This is called “spoliation”



What are some exclusions from Public Records Act?

• Individual Faculty and Postdoctoral Fellow Papers
• Considered property of the faculty member or postdoctoral fellow
• Personal research, participation in a professional organization or consultant work

• Associated Entity Records
• Defined by North Carolina Board of Governors (600.2.5.2)
• Considered “private organizations” 

• Other Records
• Criminal investigations
• Certain sensitive public security information 

✔ Containing specific details of public security plans/drawings

• Certain attorney-client communications 
• Trade secrets
• Federal Copyright Act considers syllabi copyright of the owner (i.e., faculty member) 

✔ Provides copyright owners exclusive right to reproduce or distribute copies of their work to public 

✔ Not necessarily exempt - Public can still view syllabi  - but not have copies or reproduce

✔ Not necessarily kept permanently – archivist may (and has) under certain circumstances considered permanent 

✔ Contact records-management@charlotte.edu for further guidance

mailto:records-management@charlotte.edu
mailto:records-management@charlotte.edu
mailto:records-management@charlotte.edu


What about electronic records?

Scanning documents does not automatically permit units to destroy the original hard copies. You 

should not destroy documents until an imaging policy is in place

All University employees are responsible for ensuring that they comply with applicable University 

Policies, including UP 605.3 (Retention, Disposition, and Security of University Records)

State law requires that we have an imaging 

policy to address issues, such as:  

security of scanned files, 

period quality control audits

efficient and organized indexing

other criteria may be required

*Contact Public Records Officer or University Archivist



The 5W’s of Retention Schedule?

Who: Any agent of 

NC Government

What: “…all records created or 

received in the course of University 

business, in whatever format”

Why: NCGS Chapter 132 

(Public Records) and 121 

(Archives)

When: Refer to 

Record Schedule
Where: Your unit or 

University Archives 

https://www.ncleg.gov/Laws/GeneralStatuteSections/Chapter132
https://www.ncleg.net/enactedlegislation/statutes/html/bychapter/chapter_121.html


What is the “University Records Retention 
Schedule?”

• Schedule is an agreement between the UNC System and Department of Cultural 
Resource (DCR)

• A tool for faculty and staff in the University System to use when managing the 
records in their offices or units.

• Lists types of records commonly found in offices 

• Provides disposition of records (when and if the records should be destroyed or sent to archives)



Why do we have a Records Retention 
Schedule?

• Legal Compliance and Data Privacy/Security
✔ Comply with various legal and regulatory requirements (federal and state laws: Public Records Act and 

FERPA) 

✔ Helps balance access to information with the need to protect sensitive data (reduces risk of data breaches 
and ensuring that personal information is handled appropriately) 

• Efficiency 
✔ Improves organization and management of records systematically

✔ Improves operation efficiency, ensuring important documents are easily accessible

• Accountability and Transparency
✔ Provides clear guidance on how long records should be kept or destroyed 

• Environmental Impact and Space Management
✔ Only necessary records are retained (permanent records)

✔ Reduction of paper provides environmental sustainability

(less paper = reduces waste)



What about Confidential University Records?

• Not all records are open for inspection

• University must protect confidential and sensitive information from:

• Accidental or unauthorized access, modifications, disclosures or destruction

• Types of confidential and secured records:

• Personnel records (University Policy 311)

• Student records (University Policy 402)

• Data and Information Security (University Policy 311)

• Privacy and Confidential of Individually Identifiable Health Care Information 
under HIPAA (University Policy 605.2)



Okay, so where do I start?

Categorize records?
What type of record is it? (personnel, policy, 
curriculum, student information, financial, etc.) 

Who created the record? Who is 
responsible for it?

Records not created by your office may not 
need to be kept

What is the retention and disposition?   Review your records against schedule

Does it go to the Archives?                           Determine whether permanent or 
transitory



Auditing Records

Implement your plan

Review for legal holds 
and 

archival/permanent 
records

Purge redundant, 
obsolete, and 

transitory records 
(ROT)

Transfer permanent 
records to University 

Archives

Check-in on the 
plan—is it still working 

for your office? 
Modify if needed!

Review annually



• Description of the record

• Retention period and 
trigger

• Disposal 

Example of 
Record Retention 
Schedule



Example of 
Classifying 
Records



Example of 
Destruction Log

A screenshot of a log

Description automatically generated

https://archives.ncdcr.gov/destructions-log/download?attachment


Records Management and University 
Archives

Pamela Mason, Records Analyst 

• Located in Atkins Library
• Collective memory of UNC Charlotte
• Collect, preserve, make available historical records 
• Charged by the Chancellor to guide records management activities on campus (see University 

Policy 605.3)
• Records Liaisons

https://legal.charlotte.edu/policies/up-605-3/
https://legal.charlotte.edu/policies/up-605-3/


Onboarding and Offboarding

• Onboarding = the process by which new 
employees acquire the necessary access, 
knowledge, skills, and behaviors to become 
effective members of an organization

• Offboarding = the process that leads to the 
formal separation between an employee and 
an organization and usually encompasses 
activities that ensure proper asset retention, 
institutional knowledge transfer, and security 
access terminations



Records Management Onboarding

❖ New employees should walk away 
understanding:

➢ What records management is
➢ Why it is important
➢ Where to find resources
➢ Who they should contact for records 

management needs



Records Management Offboarding

• Determine if an employee has sufficiently fulfilled all record keep requirements
• Ensure all necessary actions are made for the continuation of proper management 

and preservation of the records they created, managed, or had access to



Records Management Questions Worth Asking

• Have materials with long term 
retention or historical value been 
transferred to UA?

• Have materials with short term 
retention met their retention periods 
and been destroyed?

• Are there any records involved with 
a public records request, audit, or 
litigation hold?

• Are any records stored at home or on 
personal devices?



University Archives Can Help

• We can help as little or as much as you would like
• A checklist
• A meeting with University Archives



Start Strong, Finish Clean: Managing Records 
during Onboarding and Offboarding

Presented by: 

Beth Rugg, OneIT



Start Strong - Onboarding 

NinerNET

Data Handling

File Storage Options 

(Google, OneDrive, Dropbox)
University Computers

Information Security 

Checklist

My Drive vs. Shared Drives

Use Campus-wide Software

AI & Data Protection

https://charlotte.csod.com/ui/lms-learning-details/app/course/58bc9f14-b556-4002-959f-0cc49f05e803
https://oneit.charlotte.edu/resources/standards-guidelines/standard-for-information-classification/guideline-for-data-handling/
https://oneit.charlotte.edu/wp-content/uploads/sites/11/2025/09/FileStorageOptionsForFacultyAndStaff2025-1.pdf
https://services.help.charlotte.edu/TDClient/33/Portal/KB/?CategoryID=37
https://oneit.charlotte.edu/employee-checklist-for-information-security/
https://oneit.charlotte.edu/employee-checklist-for-information-security/
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=2449
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=1005
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=1005
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=1005
https://oneit.charlotte.edu/innovation/artificial-intelligence/security-checklist/


Finish Clean - Exit Process 
NinerNET Termination

Purge Old/Unnecessary Files 

per Guidelines

Transfer Files to Supervisor 

(Google, OneDrive, Dropbox)
Reimage & Transfer 

Computer

Manage Email

Change Ownership of Calendar 

Invites
Release Phone Number

Review/Reschedule  Zoom 

Meetings

https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=534
https://legal.charlotte.edu/policies/up-605-3/
https://legal.charlotte.edu/policies/up-605-3/
https://services.help.charlotte.edu/TDClient/33/Portal/Requests/TicketRequests/NewForm?ID=4XDUIE-IdII_&RequestorType=ServiceOffering
https://services.help.charlotte.edu/TDClient/33/Portal/Requests/TicketRequests/NewForm?ID=4XDUIE-IdII_&RequestorType=ServiceOffering
https://services.help.charlotte.edu/TDClient/33/Portal/Requests/TicketRequests/NewForm?ID=tpsF7Yc6Odk_&RequestorType=ServiceOffering
https://services.help.charlotte.edu/TDClient/33/Portal/Requests/TicketRequests/NewForm?ID=tpsF7Yc6Odk_&RequestorType=ServiceOffering
https://services.help.charlotte.edu/TDClient/33/Portal/Requests/TicketRequests/NewForm?ID=4XDUIE-IdII_&RequestorType=ServiceOffering
https://support.google.com/calendar/answer/78739?hl=en&co=GENIE.Platform%3DDesktop
https://support.google.com/calendar/answer/78739?hl=en&co=GENIE.Platform%3DDesktop
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=3632
https://services.help.charlotte.edu/TDClient/33/Portal/KB/?CategoryID=105
https://services.help.charlotte.edu/TDClient/33/Portal/KB/?CategoryID=105


Finish Clean - Offboarding 
departing.png departing student.png

Article - Departing 

Student Employee ...

Article - Departing 

Faculty/Staff IT ...

Article - Departing 

Faculty/Staff IT ...

departing checklist for supervisor.png departing checklist for supervisor.png departing checklist for supervisor.png

https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=23
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=23
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=23
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=23
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=15
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=15
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=15
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=15
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16
https://services.help.charlotte.edu/TDClient/33/Portal/KB/ArticleDet?ID=16


Questions?


	Slide 1
	Slide 2: Agenda
	Slide 3: Public Records and  Records Management Basics
	Slide 4: What are “Public Records”?
	Slide 5
	Slide 6: Types of Records
	Slide 7: What if there is a “Legal Hold”? 
	Slide 8: Violation of Legal Holds
	Slide 9: What are some exclusions from Public Records Act?
	Slide 10: What about electronic records?
	Slide 11: The 5W’s of Retention Schedule?
	Slide 12: What is the “University Records Retention Schedule?”
	Slide 13: Why do we have a Records Retention Schedule?
	Slide 14: What about Confidential University Records?
	Slide 15: Okay, so where do I start?
	Slide 16: Auditing Records
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Records Management and University Archives
	Slide 21: Onboarding and Offboarding
	Slide 22: Records Management Onboarding
	Slide 23: Records Management Offboarding
	Slide 24: Records Management Questions Worth Asking
	Slide 25: University Archives Can Help
	Slide 26: Start Strong, Finish Clean: Managing Records during Onboarding and Offboarding
	Slide 27
	Slide 28
	Slide 29: Finish Clean - Offboarding 
	Slide 30: Questions?

